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GNU poke is an interactive, extensible editor for binary data. Not limited to editing basic
entities such as bits and bytes, it provides a full-fledged procedural, interactive programming
language designed to describe data structures and to operate on them.

This manual describes the poke binary data editor as well as the Poke language.



1 Introduction

1.1 Motivation

The main purpose of GNU poke is to manipulate structured binary data in terms of abstractions
provided by the user. The Poke type definitions can be seen as a sort of declarative specifications
for decoding and encoding procedures. The user specifies the structure of the data to be ma-
nipulated, and poke uses that information to automagically decode and encode the data. Under
this perspective, struct types correspond to sequences of instructions, array types to repetitions
or loops, union types to alternatives or conditionals, and so on.

1.1.1 Decode-Compute-Encode

Computing with data whose form is not the most convenient way to be manipulated, like is often
the case in unstructured binary data, requires performing a preliminary step that transforms the
data into a more convenient representation, usually featuring a higher level of abstraction. This
step is known in computer jargon as unmarshalling, when the data is fetch from some storage
or transmission media or, more generally, decoding.

Once the computation has been performed, the result should be transformed back to the
low-level representation to be stored or transmitted. This is performed in a closing step known
as marshalling or, more generally, encoding.

Consider the following C program whose purpose is to read a 32-bit signed integer from a
byte-oriented storage media at a given offset, multiply it by two, and store the result at the
same offset.

void double_number (int fd, off_t offset, int endian)
{

int number, i;

unsigned char b[4];

/* Decode. */
lseek (fd, offset, SEEK_SET);
for (i = 0; i < 4; ++1i)

read (fd, &bl[il, 1);

if (endian == BIG)

number = b[0] << 24 | b[1] << 16 | b[2] << 8 | b[3];
else

number = b[3] << 24 | b[2] << 16 | b[1] << 8 | b[0];

/* Compute. */
number = number * 2;

/* Encode. */
if (endian == BIG)

{
b[0] = (number >> 24) & Oxff;
b[1] = (number >> 16) & Oxff;
b[2] = (number >> 8) & Oxff;
b[3] = number & Oxff;

}

else

{
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b[3] = (number >> 24) & Oxff;
b[2] = (number >> 16) & Oxff;
b[1] = (number >> 8) & Oxff;
b[0] = number & Oxff;

}

lseek (fd, offset, SEEK_SET);
for (i = 0; i < 4; ++i)
write (fd, &b[il, 1);
}

As we can see, decoding takes care of fetching the data from the storage in simple units,
bytes. Then it mounts the more abstract entity on which the computation will be performed,
in this case a signed 32-bit integer. Considerations like endianness, negative encoding (which is
assumed to be two’s complement in this example and handled automatically by C) and error
conditions (omitted in this example for clarity) should be handled properly.

Conversely, encoding turns the signed 32-bit integer into a sequence of bytes and then writes
them out to the storage at the desired offset. Again, this requires taking endianness into account
and handling error conditions.

This example may look simplistic and artificial, and it is, but too often the computation
proper (like multiplying the integer by two) is way more straightforward than the decoding and
encoding of the data used for the computation.

Generally speaking, decoding and encoding binary data is laborious and error prone. Think
about sequences of elements, variable-length and clever compact encodings, elements not aligned
to byte boundaries, the always bug-prone endianness, and a long etc. Dirty business, sometimes
risky, and always boring.

1.1.2 Describe-Compute

This is where poke comes into play. Basically, it allows you to describe the characteristics of the
data you want to compute on, and then decodes and encodes it for you, taking care of the gory
details. That way you can concentrate your energy on the fun part: computing on the data at
your pleasure.

Of course, you are still required to provide a description of the data. In the Poke language,
these descriptions take the form of type definitions, which are declarative: you specify what you
want, and poke extracts the how from that.

For example, consider the following Poke type definition:

type Packet =

struct

{
uint<16> magic == Oxef;
uint<32> size;
byte[size] data @ 8#B;

}

This tells poke that, in order to decode a Packet, it should perform the following procedure
(a similar procedure is implied for encoding):

— Read two bytes from the IO space, mount them into an unsigned 16-bit integer using
whatever current endianness, and put it in magic. If this unsigned 16-bit integer doesn’t
equal to Oxef, then stop and emit a “data integrity” error.

— Read four bytes, mount them into an unsigned 32-bit integer using the same endianness,
and put it in size.
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— Seek the 1O space to advance 16 bits.
— Do size times:
— Read one byte and mount it into an unsigned 8-bit integer.

— Put the integer in the proper place in the data array.

If during this procedure an end of file is encountered, or some other erroneous condition
happens, an appropriate error is raised.

In the procedure sketched above we find a sequence of operations, implied by the struct type,
and a loop, implied by the array type. As we shall see later in this book, it is also possible to
decode conditionally. Union types are used for that purpose.

1.2 Nomenclature

GNU poke is a new program and it introduces many new concepts. It is a good idea to clarify
how we call things in the poke community. Unless everyone uses the same nomenclature to refer
to pokish thingies, it is gonna get very confusing very soon!

First of all we have poke, the program. Since “poke” is a very common English word, when
the context is not clear we either use the full denomination GNU poke, or quote the word using
some other notation.

Then we have Poke, with upper case P, which is the name of the domain-specific programming
language implemented by poke, the program.

This distinction is important. For example, when people talk about “poke programmers” they
refer to the group of people hacking GNU poke. When they talk about “Poke programmers”
they refer to the people who write programs using the Poke programming language.

Finally, a pickle is a Poke source file containing definitions of types, variables, functions,
etc, that conceptually apply to some definite domain. For example, elf.pk is a pickle that
provides facilities to poke ELF object files. Pickles are not necessarily related to file formats: a
set of functions to work with bit patterns, for example, could be implemented in a pickle named
bitpatterns.pk.

We hope this helps to clarify things.

1.3 Invoking poke
Synopsis:
poke [option...] [file]l

The following options are available.

(_17

‘--load=file’
Load the given file as a Poke program. Any number of ‘-1’ options can be specified,
and they are loaded in the given order.

‘-L file’ Load the given file as a Poke program and exit. The rest of the command-line is
not processed by poke, and is available to the Poke script in the argv variable.
This is commonly used along with a shebang (see Section 1.4.5 [Scripts|, page 8) to
implement Poke scripts.

Commanding poke from the command line:
‘e’
‘~-command=cmd’
Execute the given command. Any number of ‘-c’ options can be specified, and they

are executed in the given order.
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‘g
‘~-source=file’
Load file as a command file. Any number of ‘-s’ options may be specified, and they

are loaded in the given order. See Section 1.4.4 [Command Files], page 8.
Styling text output:

‘-—color=how’
Whether to use styled output, and how. Valid options for how are ‘yes’, ‘no’, ‘auto’,
‘html’ and ‘test’.

‘-—style-dark’
Use the default style that works better for dark backgrounds. This is the default.

‘-—style-bright’
Use the default style that works better for bright backgrounds.

‘-—style=file’
Use file as the CSS to use for styling poke, instead of the default style.

Other options:
-q
-—-no—-init-file
Do not load the ~/.pokerc init file.

--no-auto-map
Do not load map-files automatically when poke opens 10 spaces.

--no-hserver
Do not run the terminal hyperlinks server.

--no-stdtypes
Do not define standard Poke types (such as int, char, etc) in the Poke incremental
compiler.

--quiet  Be as terse as possible.
--help Print a help message and exit.

--version
Show version and exit.

The following environment variables, if set, are used by poke:

POKE_LOAD_PATH
List of file paths separated by the colon characters (:) which is prepended to the
load_path when poke starts.

1.4 Commanding poke

GNU poke is primarily an interactive editor that works in the command line. However, it is also
possible to use it in a non-interactive way. This chapter documents both possibilities.

1.4.1 The REPL

If poke is invoked with an interactive TTY connected to the standard input, it greets you with
a welcome message, licensing information and such, and finally a prompt that looks like:

(poke)
At this point, the program is ready to be commanded. You are expected to introduce a line
and press enter. At that point poke will examine the command, notify you if there is some
error condition, process the line and maybe displaying something in the terminal.



Chapter 1: Introduction 6

Repeatedly typing complex commands can be tiresome. To help you, poke uses the readline
library See GNU Readline Library. This provides shortcuts and simple keystrokes to repeat
previous commands with or without modification, fast selection of file names and entries from
other multiple choice contexts, and navigation within a command and among previous com-
mands. When the REPL starts, the history of your previous sessions are loaded from the file
.poke_history located in your home directory (if it exists).

There are several kinds of lines that can be provided in the REPL:
e A dot-command invocation, that starts with a dot character (.).
e A command invocation.

e A Poke statement.

e A Poke expression.

These are explained in the following sections.

1.4.2 Evaluation

You can evaluate a Poke statement by typing it at the REPL’s prompt. Only a single statement,
including expression statements (see Section 22.12 [Expression Statements], page 168) and com-
pound statements (see Section 22.9 [Compound Statements], page 166), can be evaluated this
way. It needs not be terminated by a semicolon.

When an expression is evaluated, the result of the evaluation is printed back to you. For
example:

(poke) 23

23

(poke) [1,2,3]

[1,2,3]

(poke) Packet @ 0#B

Packet {i=1179403647,j=65794L}

When a statement other than an expression statement is executed in the REPL no result is
printed, but of course the statement can print on its own:

(poke) fun do_foo = void: {}
(poke) do_foo
(poke) for (i in [1,2,3]) printf "elem %i32d\n", i;
elem 1
elem 2
elem 3
If there is an error compiling the line, you are notified with a nice error message, showing
the location of the error. For example:
(poke) [1,2,3 + "foo"]
<stdin>:1:6: error: invalid operands in expression
[1,2,3 + "foo"];

1.4.3 Commands and Dot-Commands

There are two kinds of commands in poke: the dot-commands, which are written in C and have
their own conventions for handling sub-commands and passing arguments and flags, and normal
commands, which are written in Poke.

1.4.3.1 Dot-Commands

Dot-commands are so called because their names start with the dot character (.). They can
feature subcommands. Example:
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(poke) .vm disassemble expression int[] @ O#B
(poke) .vm disassemble function (dump)

When there is no ambiguity, the command name and the subcommands can be shortened to
prefixes. The commands above can also be written as:

(poke) .vm dis e int[] @ O#B
(poke) .vm dis f (dump)

Some commands also get flags, which are one-letter indicators that can be appended to the
command name (including subcommands) after a slash character (/). For example, the .vm
disassembler commands accept a n flag to indicate we want a native disassemble. We can pass
it as follows:

(poke) .vm disassemble expression/n int[] @ O#B
(poke) .vm disassemble function/n (dump)

If a dot-command accepts more than one argument, they are separated using comma char-
acters (,). Spaces are generally ignored.

1.4.3.2 Commands

Regular poke commands are written in Poke and use different conventions. The name of com-
mands follow the same rules as normal Poke identifiers, and do not start with a dot character.

An example is the dump command:

(poke) dump

76543210 0011 2233 4455 6677 8899 aabb ccdd eeff 0123456789ABCDEF
00000000: 7f45 4c46 0201 0100 0000 0000 0000 0000 .ELF............
00000010: 0100 £700 0100 0000 0000 0000 0000 0000 ................
00000020: 0000 0000 0000 0000 8001 0000 0000 0000 ................
00000030: 0000 0000 4000 0000 0000 4000 0800 0700 ....Q@..... Q.....
00000040: 1800 0000 0000 0000 0000 0000 0000 0000 ................
00000050: 7900 0000 0000 0000 b701 0000 9a02 0000 y...............
00000060: 7b10 0000 0000 0000 1800 0000 0000 0000 {...............
00000070: 0000 0000 0000 0000 7900 0000 0000 0000 ........ Veeuunonn

After the name of the command, arguments can be specified by name, like this:

(poke) dump :from O#B :size 8#B

(poke) dump :from O#B :size 8#B

76543210 0011 2233 4455 6677 8899 aabb ccdd eeff 0123456789ABCDEF
00000000: 7£f45 4c46 0201 0100 .ELF....

The dump command is discussed in greater detail below (see Section 21.1 [dump], page 122).
The order of arguments is irrelevant in principle:

(poke) dump :from O#B :size 8#B :ascii O :ruler O
00000000: 7£45 4c46 0201 0100
(poke) dump :ruler O :from O#B :size 8#B :ascii O
00000000: 7£45 4c46 0201 0100

However, beware side effects while computing the values you pass as the arguments! The
expressions themselves are evaluated from left to right (according to the order of declaration in
the signature).

Which arguments are accepted, and their kind, depend on the specific command.

Note that the idea is to restrict the number of dot-commands to the absolutely minimum.
Most of the command-like functionality provided in poke shall be implemented as regular com-
mands.
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1.4.4 Command Files

Command files contain poke commands. A poke command may be a dot command, a Poke
statement or a Poke expression. Lines starting with # are comments will be ignored. However
a comment must start at the beginning of a line. Here is an example of a script:

# The following two lines are dot commands
.load my-pickle.pk
.set obase 16

# The following line is a Poke statement
dump :size 0x100#B :from Ox10#B

# The following line is a Poke expression statement without any side effect.
# Consequently it is valid, but rather useless.
4==
A command file contains commands, not Poke code. This means it gets read line by line and
commands cannot occupy more than one line. Hence the following is a valid command file:

type foo = struct {int this; int that;}

but this is not valid as a command file (although it is a valid Poke statement) and will provoke
an error:

type foo = struct
{

int this;

int that;

}

Command files can be loaded at startup using the -s command line option (see Section 1.3
[Invoking poke], page 4). The ~/.pokerc startup file is also an example of a poke command file
(see Section 8.1 [pokerc], page 97).

1.4.5 Scripts

Following the example of Guile Scheme, the Poke syntax includes support for multi-line com-
ments using the #! and !'# delimiters. This, along with the -L command line option, allows to
write Poke scripts and execute them in the command line like if they were normal programs.
Example of a script:

#!/usr/bin/poke -L
T#

print "Hello world!\n";

The resulting script can process command-line options by accessing the argv array. The
following Poke script prints its arguments:

#!/usr/bin/poke -L
#

for (arg in argv)
printf ("Argument: %s\n", arg);
If you want to pass additional flags to the poke command, you need to use a slightly different
kind of shebang;:
#!/usr/bin/env sh
exec poke -L "$0" "$@"
T#
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load elf;
open (argv[0]);
printf ("%v\n", E1f64_Ehdr @ 0#B);
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2 Setting Up

2.1 Setting up Hyperlinks

GNU poke uses terminal hyperlinks in order to improve the interactive usage of the tool: clicking
on terminal hyperlinks requests poke to execute certain actions. This is used to implement
buttons and other interactive goodies.

Many terminal emulators support terminal hyperlinks. However, we are using a very simple
protocol called app:// that is not supported (yet) on GNU/Linux distros. Fortunately, it is
very easy to set your system to use this protocol, and this chapter shows you how.

2.1.1 Make sure your poke speaks hyperlinks

The first step in having an hyperlinks-capable poke is to make sure to have a recent enough
version of libtextstyle when building poke. If your poke can emit hyperlinks you will see a
message like this when running it on the terminal:

hserver listening in port 43713.

2.1.2 Use a terminal emulator that supports hyperlinks

Gnome Terminal has support for displaying hyperlinks as do many other emula-
tors that rely on VTE. Check the list at https://gist.github.com/egmontkob/
eb114294efbcdbadb1944c9f3cbbfeda#supporting-apps for a mostly up-to-date,
non-exhaustive list of emulators that support printing hyperlinks.

2.1.3 Get and install the app-client utility

Since app:// is a new URI protocol that we designed, common terminal emulators don’t know
what to do when they encounter such a URI. To work around this problem we use the XDG
Desktop Specification and a little C utility called app-client, which can be found at https://
gitlab.com/darnir/hyperlink-app-client.

By setting app-client as the default handler for app:// URIs, the terminal emulator does
not need to understand the syntax or semantics of the app:// protocol. It ofloads the handling
of the URI entirely to app-client. In order to use this, first download and install app-client:

$ git clone https://gitlab.com/darnir/hyperlink-app-client
$ cd hyperlink-app-client

$ make

$ sudo make install

This is enough for any utility (like terminals) that use xdg-open to do the right thing with

hyperlinks. However, certain terminals require additional setup. See below if that is your case.

2.1.4 GNOME Terminal

Gnome Terminal doesn’t use xdg-open to start the applications. Instead, it parses the
mimeapps.1list file manually to find the right application.

Edit your mimeapps.1list, it is usually located at $H0ME/ . local/share/applications/mimeapps.list,|]
but it might also be at $XDG_CONFIG_DIR/mimeapps.list, and add the following line to it:

x-scheme-handler/app=app-client.desktop

This let’s Gnome Terminal know how to open app:// links.


https://gist.github.com/egmontkob/eb114294efbcd5adb1944c9f3cb5feda#supporting-apps
https://gist.github.com/egmontkob/eb114294efbcd5adb1944c9f3cb5feda#supporting-apps
https://gitlab.com/darnir/hyperlink-app-client
https://gitlab.com/darnir/hyperlink-app-client
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2.2 Simple Init File

GNU poke is a spartan program that tries to be as simple as possible by default, without fancy
displays. Therefore, before exploring poke you may want to configure it minimally. This section
contains a few recommendations in that respect.

First we must say that poke reads a per-user configuration from the ~/.pokerc file. See
Section 8.1 [pokerc], page 97.

We recommend new users to set the following options:

.set endian little

.set omode tree

.set oacutoff 5

.set pretty-print yes

.set pager yes
.set endian little will make poke to use little-endian by default when accessing 1O spaces,
such as files or memory buffers. See Section 3.7 [Big and Little Endians], page 20.

.set omode tree will make poke to format composite data structures, such as arrays and
struct, in several lines in a nice tree-like format. By default the program will format these values
in a single line (what we call the “plain” output mode) which can be difficult to read.

.set oacutoff 5 will make poke to output at most five elements in array values, followed by
a dieresis .. ..

.set pretty-print yes will make poke to use pretty-printers when printing out values of
struct types that have a pretty-printer defined for them. You can recognize pretty-printed
values because, by convention, they are emitted between #< and > markers, like for example
#<1eb128:1234>. If you see a pretty-printed value and you need to look at its internal structure,
you can disable pretty-printing using a .set pretty-print no dot-command at any time. See
Section 6.1 [Pretty-printers|, page 85.

.set pager yes will make poke to page the output of commands that emit output larger
than the visible terminal. This of course only has an effect when running poke interactively.

These options are fully explained later in this manual. See Section 20.13 [set command],
page 118.
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3 Basic Editing

In this chapter you will learn how to shuffle binary data around with poke, in terms of funda-
mental predefined entities: bits, bytes, integers, and the like.

3.1 Binary Files

GNU poke is an editor for binary files. Right, so what is a binary file? Strictly speaking, every
file in a computer’s file system is binary. This is because, in a very fundamental level, files are
just sequences of bytes.

Colloquially, however, it is very common to talk about “binary files” as opposed to “text
files”. In this informal meaning, a text file is basically a file composed, mostly, of bytes (and
byte sequences) that can be translated into printable characters in some character set, such as

ASCII, EBCDIC or Unicode. It follows that binary files would then be files composed, mostly,
of bytes not intended to be interpreted as encoded characters.

Some text files contain non-printable characters, such as form feed characters, and many
binary files contain printable strings, such as a string table in an ELF object file. That is
why we used the word “mostly” in the definitions above. In practice, however, the distinction
is almost always clear and there is common consensus on whether a given file format can be
considered as a binary format, or not.

GNU poke can edit any file, and as we shall see, it provides some nice features to manipulate
sequences of bytes interpreted as character strings. However, it is called a “binary editor”
because it is especially designed to be particularly useful editing binary files, in the sense of the
term defined above.

In this chapter, we will be using ELF object files as the experiment subject in most of
the examples. ELF files are good for this purpose, because they are eminently binary, highly
structured, and still strings play a role in them, encoding names of entities like sections and
symbols. You don’t need to have a perfect knowledge of the ELF format in order to follow the
examples, but being familiarized with the concept of object file formats should surely help.

You will need to install the ELF pickle. You can get it at https://jemarch.net/poke-elf.

Obtaining a simple ELF object file is easy, if you have a C compiler installed:

$ echo 'int foo () { return 0; }' | gcc -c -xc -o foo.o -

The command above compiles a very simple ELF object file that contains the compiled form
of a little dummy function. This object file will be our companion for a while, and will be the
subject of much analysis and abuse, as we poke it.

3.2 Files as IO Spaces

Now that we have a binary file (foo.0) it is time to open it with poke. There are two ways to
do that.

One way is to pass the name of the file in the poke invocation. The program will start, open
the file, and present you with the REPL, like in:

$ poke foo.o

[...]

(poke)

The other way is to fire up poke without arguments, and then use the .file dot-command

to open the file:

$ poke

[...]

(poke) .file foo.o


https://jemarch.net/poke-elf
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The current I0S is now ~./foo.o'.
(poke)

Note how poke replies to the dot-command, stating that the current IOS is now the file we
opened.

You may be wondering, what is this IOS thing? It is an acronym for Input/Output Space,
often written IO Space. This is the denomination used to refer to the entities being edited with
poke. In this case the IO space being edited is a file, but we will see that is not always the case:
poke can also edit other entities such as memory buffers and remote block-oriented devices over
the network. For now, let’s keep in mind that IOS, or 10 space, refers to the file being edited.

And why “current”? GNU poke is capable of editing several files (more generally, several 10
spaces) simultaneously. At any time, one of these files is the “current one”. In our case, the
current 10 space is the file foo.o, since it is the only file poke knows about:

(poke) .info ios
Id Type Mode Bias Size Name
* #0 FILE rw 0x00000000#B 0x00000398#B ./foo.o0

The command .info ios gives us information about all the IO spaces that are currently open.
The first column tells us a tag that identifies the IOS. In this example, the tag corresponding
to foo.o is #0. The second column tells us the type of IO space. The third column tells us
that foo.o allows both reading and writing. The fourth column tells us the size of the file, in
hexadecimal.

You may wonder what is that weird suffix #B. It is a unit, and tells us that the size 0x398 is
measured in bytes, i.e. the size of foo.o is 0x398 bytes (or, in decimal, 920 bytes.)

Finally, the asterisk character at the left of the entry for foo.o identifies it as the current 10
space. To see this more clearly, let’s open another file:

(poke) .file bar.o

The current IOS is now ~./bar.o'.

(poke) .info ios
Id Type Mode Bias Size Name

* #1 FILE rw 0x00000000#B 0x00000398#B ./bar.o
#0 FILE rw 0x00000000#B 0x00000398#B ./foo.o

Ah, there we have both foo.o and bar.o. Now the current IO space (the entry featuring
the asterisk at the left) is the file that we just opened, bar.o. This is because poke always sets
the most recently open file as the current one. We can switch back to foo.o using yet another
dot-command, .ios, which gets an 10 space tag as an argument;:

(poke) .ios #0
The current IOS is now ~./foo.o'.
(poke) .info ios
Id Type Mode Bias Size Name
#1 FILE rw 0x00000000#B 0x00000398#B ./bar.o
* #0 FILE rw 0x00000000#B 0x00000398#B ./foo.o0

We are back to foo.o. Since we are not really interested in bar.o, let’s close it:

(poke) .close #1
(poke) .info ios
Id Type Mode Bias Size Name
* #0 FILE rw 0x00000000#B 0x00000398#B ./foo.o0

Awesome. Now we can focus on foo.o’s contents. . .
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3.3 Dumping File Contents

Data stored in modern computers, in both volatile memory and persistent files, is fundamentally
a sequence of entities called bytes. The bytes can be addressed by its position in the sequence,
starting with zero:

o o Fo—— T e +
| byte 0 | byte 1 | byte 2 | | byte N |
pomm Fomm - o T +

Each byte has capacity to store a little unsigned integer in the range 0. .255. Therefore, the 10
spaces that we edit with poke (like the file foo.0) can be seen as a sequence of little numbers,
like depicted in the figure above.

GNU poke provides a command whose purpose is to display the values of these bytes: dump'
. It is called like that because it dumps ranges of bytes to the terminal, allowing the user to
inspect them.

So let’s use our first poke command! Fire up poke, open the file foo.o as explained above,
and execute the dump command:

(poke) dump

76543210 0011 2233 4455 6677 8899 aabb ccdd eeff 0123456789ABCDEF
00000000: 7£f45 4c46 0201 0100 0000 0000 0000 0000 .ELF............
00000010: 0100 £700 0102 0000 0000 0000 0000 0000 ................
00000020: 0102 0000 0000 0000 9801 0000 0000 0000 ................
00000030: 0000 0000 4000 0000 0000 4000 0800 0700 ..............
00000040: 2564 0a00 0000 0000 0000 0000 0000 0000 %d..............
00000050: b702 0000 0100 0000 1801 0000 0000 0000 ................
00000060: 0000 0000 0000 0000 8510 0000 ffff ffff ................
00000070: b700 0000 0000 0000 9500 0000 0000 0000 ................
(poke)

What are we looking at?

The first line of the output, starting with 76543210, is a ruler. It is there to help us to
visually determine the location (or offset) of the data.

The rest of the lines show the values of the bytes that are stored in the file, 16 bytes per line.
The first column in these data lines shows the offset, in hexadecimal and measured in number
of bytes, from which the row of data starts. For example, the offset of the first byte shown in
the third data line has offset 0x20 in the file, the second byte has offset 0x21, and so on. Note
how the data rows show the values of the individual bytes, in hexadecimal. Generally speaking,
when dealing with bytes (and binary data in general) it is useful to manipulate magnitudes in
hexadecimal, or octal. This is because it is easy to group digits in these bases to little groups
of bits (four and three respectively) in the equivalent binary representation. In this case, each
couple of hexadecimal digits denote the value of a single byte?. For example, the value of the
first byte in the third data row is 0x01, the value of the second byte 0x02, and so on.

Using the ruler and the column of offsets, locating bytes in the data is very easy. Let’s say
for example we are interested in the byte at offset 0x68: we use the first column to quickly find
the row starting at 0x60, and the ruler to find the column marked with 88. Cross column and
row and. .. voila! The byte in question has the value 0x85. The reverse process is just as easy.
What is the offset of the first 0x40 in the file? Try it!

1 Note that this is not a dot-command like .file, .ios or .close: dump does not start with a dot! We will see
later how dot-commands differ from “normal commands” like dump, but for now, let’s ignore the distinction.

2 Do not be fooled by the fact dump shows the hexadecimal digits in groups of four: this is just a visual aid and,
as we shall see, it is possible to change the grouping by passing arguments to dump.
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The section at the right of the output is the ASCII output. It shows the row of bytes at
the left interpreted as ASCII characters. Non-printable characters are shown as . to avoid
scrambling the terminal, and yes, there is actually way to customize what character to use, so
they are not confused from real ASCII dot characters (0x2e) :P In this particular dump we can
see that near the beginning of the file there are three bytes whose value, if interpreted as ASCII
characters, conform the string “ELF”. As we shall see, this is part of the ELF magic number.
Again, the ruler is very useful to locate the byte corresponding to some character in the ASCII
section, or the other way around. What is the value of the byte corresponding to the F in ELF?
Try it!

Something to notice in the dump output above is that these are not, by any mean, the complete
contents of the file foo.o. The .info ios dot-command informed us in the last section that
foo.o contains 920 bytes, of which the dump command only showed us... 0x80 bytes, or 128
bytes in decimal.

dump is certainly capable of showing more (and less) than 128 bytes. We can ask dump
to display some given amount of data by specifying its size using a command argument. For
example:

(poke) dump :size 64#B

76543210 0011 2233 4455 6677 8899 aabb ccdd eeff 0123456789ABCDEF
00000000: 7f45 4c46 0201 0100 0000 0000 0000 0000 .ELF............
00000010: 0100 £700 0102 0000 0000 0000 0000 0000 ................
00000020: 0102 0000 0000 0000 9801 0000 0000 0000 ................
00000030: 0000 0000 4000 0000 0000 4000 0800 0700 ..............

The command above asks poke to “dump 64 bytes”. In this example :size is the name of
the argument, and 64#B is the argument’s value. Again, the suffix #B tells poke we want to
dump 64 bytes, not 64 kilobits nor 64 potatoes.

Another interesting aspect of our first dump (ahem) is that the dumped bytes start from the
beginning of the file, i.e. the offset of the first byte is 0x0. Certainly there should be other areas
of the file with interesting contents for us to inspect. To that purpose, we can use yet another
option, :from:

(poke) dump :size 64#B :from 128#B

76543210 0011 2233 4455 6677 8899 aabb ccdd eeff 0123456789ABCDEF
00000080: 1400 0000 0000 0000 0000 0000 0000 0000 ................
00000090: 0000 0000 0000 0000 0000 0000 0000 0000 ................
000000a0: 0000 0000 0300 0100 0000 0000 0000 0000 ................
000000b0: 0000 0000 0000 0000 0000 0000 0300 0300 ................

The command above asks poke to “dump 64 bytes starting at 128 bytes from the beginning
of the file”. Note how the first row of bytes start at offset 0x80, 7.e. 128 in decimal.

Passing options to commands is easy and natural, but we may find ourselves passing the
same values again and again to certain command options. For example, if the default size of
dump of 128 bytes is not what you prefer, because you have a particularly tall monitor, or you
are one of these people using sub-atomic sized fonts, it can be tiresome and error-prone to pass
:size to dump every time you use it. Fortunately, the default size can be customized by setting
a global variable:

(poke) pk_dump_size = 160#B

This tells poke to set 160 bytes as the new value for the pk_dump_size variable. This is a global
variable that the dump command uses to determine how much data to show if the user doesn’t
specify an explicit value with the :size option. Many other commands use the same strategy
in order to alter their default behavior, not just dump.
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And now that we are talking about that, it is also cumbersome to have to set the default
size used by dump every time we run poke. But no problem, just set the variable in a file called
.pokerc in your home directory, like this:

pk_dump_size = 160#B

Every time poke starts, it reads ~/.pokerc and executes the commands contained in it. See
Section 8.1 [pokerc|, page 97.

The dump command is very flexible, and accepts a lot of options and customization variables
that we won’t be covering in this chapter. For a complete description of the command, see
Section 21.1 [dump]|, page 122.

3.4 Poking Bytes

Let’s look again at the first bytes of the file foo.o:

(poke) dump :size 64#B

76543210 0011 2233 4455 6677 8899 aabb ccdd eeff 0123456789ABCDEF
00000000: 7£f45 4c46 0201 0100 0000 0000 0000 0000 .ELF............
00000010: 0100 £700 0102 0000 0000 0000 0000 0000 ................
00000020: 0102 0000 0000 0000 9801 0000 0000 0000 ................
00000030: 0000 0000 4000 0000 0000 4000 0800 0700 ..............

At this point we know how to use the ruler to localize specific bytes just by looking at the
displayed data. If we wanted to operate on the values of some given bytes, we could look at
the dump and type the values in the REPL. For example, if we wanted to add the values of the
bytes at offsets 0x2 and 0x4, we could look at the dump and then type:

(poke) Ox4c + 0x02
Ox4e

GNU poke supports many operators that take integers as arguments, to perform arithmetic,
relational, logical and bit-wise operations on them (see Section 22.2 [Integers|, page 127). Since
bytes are no more (and no less) than little unsigned integers, we can use these operators to
perform calculations on bytes.

For example, this is how we would calculate whether the highest bit in the second byte in
foo.o is set:

(poke) 0x45 & 0x80
0

Note how booleans are encoded in Poke as integers, 0 meaning false, any other value meaning
true.

Looking at the output of dump and writing the desired byte value in the prompt is cumber-
some. Fortunately, there is a much more convenient way to access the value of a byte, given its
offset in the file: it is called mapping a byte value. This operation is implemented by a binary
operator, called the map operator.

This is how it works. Assuming we were interested in the byte at 64 bytes from the beginning
of the file, this is how we would refer to it (or “map” it):

(poke) byte © 64#B

37UB
This application of the map operator tells poke to map a byte at the offset 64 bytes. It can be
read as “byte at 64 bytes”. Note how poke replies with the value 37TUB. The suffix UB means
“unsigned byte”, and is an indication for the user about the nature of the preceding number: it
is unsigned, and it occupies a byte when stored.

As we can see in this example, poke uses decimal by default when showing values in the REPL.
We already noted how it is usually better to work in hexadecimal when dealing with byte values.
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Fortunately, we can change the numeration base used by poke when printing numbers, using
the .set obase (“set output base”) dot-command as this:

(poke) .set obase 16
After this, we can map the byte again, this time getting the result expressed in hexadecimal:

(poke) byte @ 64#B
0x25UB

Again, you may find it useful to add the .set obase 16 command to your .pokerc file, if you
want the customization to be persistent between poke invocations.

Going back to the example of calculating whether the highest bit in the second byte in foo.o
is set, this is how we would do it with a map:

(poke) (byte @ 2#B) & 0x80
0

Turns out the answer is no.
The map operator can also be used at the left side of an assignment operator:
(poke) byte @ 0x28#B = Oxff

Which reads “assign Oxff to the byte at offset Ox4a bytes”. Dumping again, we can verify that
the byte actually changed:

76543210 0011 2233 4455 6677 8899 aabb ccdd eeff 0123456789ABCDEF
00000000: 7£45 4c46 0201 0100 0000 0000 0000 0000 .ELF............
00000010: 0100 £700 0102 0000 0000 0000 0000 0000 ................
00000020: 0102 0000 0000 0000 ££01 0000 0000 0000 ................
00000030: 0000 0000 4000 0000 0000 4000 0800 0700 ..............

Does this mean that foo.o changed accordingly, in disk? The answer is yes. poke always
commits changes immediately to the file being edited. This, that is an useful feature, can also
be a bit tricky if you forget about it, leading to data corruption, so please be careful.

Incidentally, altering the byte at offset 0x28 most probably have caused foo.o to stop being
a valid ELF file, but since we are just editing bytes (and not ELF structures) we actually don’t
care much.

3.5 Values and Variables

Up to now we have worked with byte values, either writing them in the REPL or mapping them
at the current IO space. Often it is useful to save values under meaningful names, and access
to them by name. In poke we do that by storing the values in variables.

Before being used, variables shall be defined using the var construction. Let’s get the byte
at offset 64 bytes and save it in a variable called foo:

(poke) var foo = byte @ 64#B

This defines a new variable (foo) and initializes it to the value of the byte at offset 64 bytes.
This results on foo to hold the value 37.

Once defined, we can get the value of a variable by just giving its name to poke:

(poke) foo
37UB

Several variables can be defined in a single var declaration. Each definition is separated by a
comma. This is equivalent of issuing several vars:

(poke) var a = 10, b = 20
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In general, a variable containing a byte value can be used in any context where the contained
value would be expected. If we wanted to check the highest bit in the byte value stored in foo
we would do:

(poke) foo & 0x80
0x0

Assigning a value to a variable makes the value the new contents of the variable. For example,
we can increase the value of foo by one like this:

(poke) foo = foo + 1

At this point, an important question is: when we change the value of the variable foo, are
we also changing the value of the byte stored in foo.o at offset 64 bytes? The answer is no.
This is because when we do the mapping:

(poke) var foo = byte @ 64#B

The value stored in foo is a copy of the value returned by the map operator @. You can imagine
the variable as a storage cell located somewhere in poke’s memory. After the assignment above
is executed there are two copies of the byte value 0x25: one in foo.o at offset 64 bytes, and the
other in the variable foo.

It follows that if we wanted to increase the byte in the file, we would need to do something
like:

(poke) var foo = byte @ 64#B
(poke) foo = foo + 1
(poke) byte @ 64#B = foo

Or, more succinctly, omitting the usage of a variable:
(poke) byte @ 64#B = (byte @ 64#B) + 1
Or, even more succinctly:
(poke) (byte @ 64#B) += 1

Note how we have to use parenthesis around the map at the right hand side, because the map
operator @ has less precedence than the plus operator +.

3.6 From Bytes to Integers

The bytes we have been working with are unsigned whole numbers (or integers) in the range
0..255. We saw how poke sees the contents of the files as a sequence of bytes, and how each
byte can be addressed using an offset. Mapping bytes using the map operator @ gives us these
values, which are denoted in poke with literals like 10UB or 0x0aUB.

This very limited range of values have consequences when it comes to do arithmetic with
bytes. Suppose for example we wanted to calculate the average of the first three byte values
stored in foo.o. We could do something like:

(poke) a0 = byte @ O#B
(poke) al = byte @ 1#B
(poke) a2 = byte @ 2#B
(poke) a0

0x7£fUB

(poke) al

0x45UB

(poke) a2

0x4cUB

(poke) (a0 + al + a2) / 3UB
5UB
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That is obviously the wrong answer. What happened? Let’s do it step by step. First, we add
the first two bytes:

(poke) a0 + al
0xc4UB

Which is all right. Oxc4 is 0x7f plus 0x45. But, let’s add now the third byte:

(poke) a0 + al + a2
0x10UB

That’s no good. Adding the value of the third byte (0x4c) we overflow the range of valid values
for a byte value. The calculation went banana at this point.

Another obvious problem is that we surely will want to store integers bigger than 255 in our
files. Clearly we need a way to encode them somehow, and since all we have in a file are bytes,
the integers will have to be composed of them.

Integers bigger than 255 can be encoded by interpreting consecutive byte values in a certain
way. First, let’s consider a single byte. If we print a byte value using binary rather than decimal
or hexadecimal, we will observe that eight bits are what it takes to encode the numbers between
0 and Oxff (255) using a natural binary encoding:

(poke) .set obase 2
(poke) OUB
0bO0000000UB

(poke) OxFFUB
Ob11111111UB

This is the reason why people say bytes are “composed” of eight bits, or that the width of
a byte is eight bits. But this way of talking doesn’t really reflect the view that the operating
system has of devices like files or memory buffers: both disk and memory controllers provide
and consume bytes, i.e. little unsigned numbers in the range 0..255. At that level, bytes are
indivisible. We will see later that poke provides ways to work on the “sub-byte” level, but that
is just really an artifact to make our life easier: underneath, all that goes in and out are bytes.

Anyhow, if we were to “concatenate” the binary representation of two consecutive bytes,
we would end with a much bigger range of possible numbers, in the range 0b00000000_
00000000..0b11111111_111111113, or 0x0000. .0xffff in hexadecimal. poke provides a bit-

concatenation operator ::: that does exactly that:
(poke) 0x1UB
0b00000001UB
(poke) 0x1UB ::: 0x1UB
0b0000000100000001UH

Note how the suffix of the resulting number is now UH. This indicates that the number is no
longer a byte value: it is too big for that. The H in this new suffix means “half”, and it is a
traditional way to call an integer that is encoded using two bytes, or 16 bits.

So, using our method of encoding bigger numbers concatenating bytes, what would be the
“half” integer composed of two bytes at the beginning of foo.o0?

(poke) .set obase 16
(poke) (byte @ O#B):::(byte @ 1#B)
0x7£45UH

Now, let’s go back to the syntax we used to map a byte value. In the invocation of the map
operator byte @ 0#B the operand at the left (in this case byte) tells the operator what kind of

3 poke allows to insert underscore characters _ anywhere in number literals. The only purpose of these characters
is to improve readability, and they are totally ignored by poke, i.e. they do not alter the value of the number.
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value to map. This is called a type specifier; byte is the type specifier for a single byte value,
and byte[3] is the type specifier for a group of three byte values arranged in an array.

As it happens, byte is a synonym for another slightly more interesting type specifier:
uint<8>. You can probably infer the meaning already: a byte is an unsigned integer which
is 8 bits big. We can of course use this alternate specifier in a mapping operation, achieving
exactly the same result than if we were using byte:

(poke) uint<8> @ O#B
0x7£fUB

You may be wondering: is it possible to use a similar type specifier for mapping bigger
integers, like these “halves” that are composed of two bytes? Yeah, it is indeed possible:

(poke) uint<16> @ O#B

0x7£45UH
Mapping an unsigned integer of 16-bits at the offset 0 gives us an unsigned “half” value, as
expected.

You can easily build bigger and bigger numbers concatenating more and more bytes. Three
bytes? sure:
(poke) uint<24> @ O#B
(uint<24>) 0x7f454c
Note that in this case poke uses a prefix instead of a suffix to indicate that the given value is
24-bits long. This is because only a limited number of suffixes (which are more concise and more
readable than the prefix form) are available, corresponding to common or typical widths.

Four bytes?
(poke) uint<32> @ O#B
0x7£454c46U
Certain integer widths are so often used that easier-to-type synonyms for their type specifiers
are provided. We already know byte for uint<8>. Similarly, ushort is a synonym for uint<16>,
uint is a synonym for uint<32> and ulong is a synonym for uint<64>. Try them!

GNU poke supports integers up to eight bytes, i.e. up to 64-bits. This may change in the
future, as we are planning to support arbitrarily large integers.

3.7 Big and Little Endians

When talking about whole numbers (integers) we should distinguish between their value (such
as 123) and their written form that we would use when writing the number on a piece of paper,
such as 123.

The written form of a number is composed of digits, arranged in certain order. We all know
that the ordering of the digits in the written form of a number is important: if we write 123
we are referring to a different value than if we write 321. The mathematical reason for this is
that depending on the position they occupy in the written form, each digit contributes with a
different “weight” to the total value of the number. This is always the case, regardless of the
numerical base used to denote the number.

For example, the value of the number 123 (whose written form is 123) is calculated as
1¥10°2+2%10°1+3%1070. If we swap the last two digits in the written form of the number,
132, we have 1*1072+3*1071+2%1070, which results in a different value: 132. When we con-
sider other numerical bases, the bases in the polynomial change accordingly, but the correspon-
dence between written form and value stands: for example, the value of 0x123 is calculated as
1%1672+2%1671+3%1670.

The “higher” a digit is in the polynomial, the more significant it is, i.e. the more weight it
has on the value of the number where it appears. In the written number 123, for example, the
digit 1 is the most significant digit of the number, and the digit 3 is the least significant digit.
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This distinction between the written form of a number and its value is very important. Just
like in certain languages letters are read right-to-left (Arabic) or even down-to-up (Japanese) we
could certainly conceive a language in which the digits of numbers were arranged from right-to-
left instead of left-to-right. In such a language the written representation of 123 would be 321,
not 123. In other words: the least significant digit would come first, not last, in the written
form of the number.

Now when it comes to store numbers in computers, rather than writing them on a paper, the
role of the paper is played by the computer’s memory, be it ephemeral (like RAM) or persistent
(like a spinning hard disk or a Flash memory), which is organized as a sequence of bytes. Since
we are composing numbers with bytes, it makes sense to have each byte to play the role of a
digit in the written form of the bigger number. Since bytes can have values from 0 to 255, the
base is 256. But what is the “written form” for our byte-composed numbers?

In the last section we tried to compose bigger integers by concatenating bytes together and
interpreting the result. In doing so, we assumed (quite naturally) that in the written form of
the resulting integer the bytes are ordered in the same order than they appear in the file, i.e. we
assume that the written form of the number b1*256~2+b2*256~1+b3*256~0 would be b1b2b3,
where b1, b2 and b3 are bytes. In other words, given a written form b1b2b3, bl would be the
most significant byte (digit) and b3 would be the least significant byte (digit). In our world
of 10 spaces, the “written form” is the disposition of the bytes in the IO space (file, memory
buffer, etc) being edited.

That interpretation of the written form is exactly what the bit-concatenation operator im-
plements:

(poke) dump :from O#B :size 3#B

76543210 0011 2233 4455 6677 8899 aabb ccdd eeff 0123456789ABCDEF

00000000: 7£45 4c .EL

(poke) var bl = byte @ O#B

(poke) var b2 = byte @ 1#B

(poke) var b3 = byte @ 2#B

(poke) bl:::b2:::b3

(uint<24>) 0x7f454c

However, much like in certain human languages the written form is read from right to left,

some computers also read numbers from right to left in their “written form”. Actually, turns
out that most modern computers do it like that. This means that, in these computers, given
the written form bib2b3 (i.e. given a file where bl comes first, followed by b2 and then b3)
the most significant byte is b3 and the least significant byte is b1. Therefore, the value of the
number would be b3*256~2+b2*256~1+b3*25670.

So, given the written form of a bigger number b1b2b3 (i.e. some ordering of bytes implied by
the file they are stored in) there are at least two ways to interpret them to calculate the value
of the number. When the written form is read from left to right, we talk about a big endian
interpretation. When the written form is read from right to left, we talk about a little endian
interpretation.

Given the first three bytes in foo.o, we can determine the value of the integer composed of
these three bytes in both interpretations:
(poke) bl:::b2:::b3
(uint<24>) 0x7f454c
(poke) b3:::b2:::bl
(uint<24>) 0x4c457f
Remember how the type specifier byte is just a synonym of uint<8>, and how we can use
type specifiers like uint<24> and uint<32> to map bigger integers? When we do that, like in:

(poke) uint<24> @ O#B
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(uint<24>) 0x7f454c
Poke should somehow decide what kind of interpretation to use, i.e. how to read the “written
form” of the number. As you can see from the example, poke uses the left-to-right interpretation,
or big-endian, by default. But you can change it using a new dot-command: .set endian:

¢

(poke) .set endian little
(poke) uint<24> @ O#B
(uint<24>) 0x4c457f
The currently used interpretation (also called endianness) is shown if you invoke the dot-
command without an argument?:
(poke) .set endian
little

Different systems use different endianness. Into a given system, it is to be expected that
most files will be encoded following the same conventions. Therefore poke provides you a way
to set the endianness to whatever endianness is in the system. You do it this way:

(poke) .set endian host
3.8 Negative Integers

3.8.1 Negative Encodings

Up to this point we have worked with unsigned integers, ¢.e. whole numbers which are zero
or bigger than zero. Much like it happened with endianness, the interpretation of the value of
several bytes as a negative number depends on the specific interpretation.

In computing there are two main ways to interpret the values of a group of bytes as a negative
number: one’s complement and two’s complement.

At the moment GNU poke supports the two complement interpretation, which is really
ubiquitous and is the negative encoding used by the vast majority of modern computers and
operating systems.

We may consider adding support for one’s complement in the future, but only if there are
real needs that would justify the effort (which wouldn’t be a small one ;)).

3.8.2 Signed Integers

Unsigned values are never negative. For example:
(poke) OUB - 1UB
0xffUB
Instead of getting a -1, we get the result of an unsigned underflow, which is the biggest possible
value for an unsigned integer of size 8 bits: 0xff.
When using type specifiers like uint<8> or uint<16> in a map, we get unsigned values such as
OUB. We need other type specifiers to map signed values. These look like int<8> and int<16>.
For example, let’s map a signed 16-bit value from foo.o:
(poke) .set obase 10
(poke) int<16> @ O#B
28515H
Note how the suffix of the value is now H and not UH. This means that the value is signed! But
in this case the mapped integer is still positive, so let’s try to get an actual negative value:
(poke) var h = int<16> @ O#B
(poke) h - h - 1H
-1H

4 This also applies to the other .set commands
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3.8.3 Mixing Signed and Unsigned Integers
Adding two signed integers gives you a signed integer:

(poke) 1 + 2
3

Likewise, adding two unsigned integers results in an unsigned integer:

(poke) 1U + 2U
3U

But, what happens if we mix signed and unsigned values in an expression? Is the result signed,
or unsigned? Let’s find out:

(poke) 1U + 2
3U

Looks like combining an unsigned value with a signed value gives us an unsigned value. This
actually applies to all the operators that work on integer values: multiplication, division, expo-
nentiation, etc.

What actually happens is that the signed operand is converted to an unsigned value before
executing the expression. You can also convert signed values into unsigned values (and vice-
versa) using cast constructions:

(poke) 2 as uint<32>
2U

Therefore, the expression 1U + 2 is equivalent to 1U + 2 as uint<32>:

(poke) 1U + 2 as uint<32>
3U

You may be wondering: why not doing it the other way around? Why not converting the
unsigned operand into a signed value and then operate? The reason is that, given an integer of
some particular size, the positive range that you can store in it is bigger when interpreted as an
unsigned integer than when interpreted as a signed integer. Therefore, converting signed into
unsigned before operating reduces the risk of positive overflow, which by the way is not allowed
in poke. This of course assumes that we, as users, will be working with positive numbers more
often than with negative numbers, but that is a reasonable assumption to do, as it is often the
case!

3.9 Weird Integers

Up to this point we have been playing with integers that are built using a whole number of
bytes. However, we have seen that the type specifier for an integer has the form int<N> or
uint<N> for signed and unsigned variants, where N is the width of the integer, in bits. We have
used bit-sizes that are multiple of 8, which is the size of a byte. So, why is this so? Why is N
not measured in bytes instead?

The reason is that poke is not limited to integers composed of a whole number of bytes. You
can actually have integers composed of any number of bits, between 1 and 64. So yes, int<3>
is a type specifier for signed 3-bit integers, and uint<17> is a type specifier for unsigned 17-bit
integers.

We call integers like this weird integers.

The vast majority of programming languages do not provide any support for weird integers.
In the few cases they do, it is often in a very limited and specific way, like bitmap fields in C
structs. Such constructions are often vague, obscure, and often their semantics depend on the
specific implementation of the language, and/or the characteristics of the system where you run
your program.
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In poke, on the contrary, weird numbers are first class citizens, and they don’t differ in any
way from “normal” integers which are composed of a whole number of bytes. Their interpretation
is also well defined, and they keep the same semantics regardless of the characteristics of the
computer on which poke is running.

3.9.1 Incomplete Bytes

Let’s consider first weird numbers that span for more than one byte. For example, an unsigned
integer of 12 bits. Let’s visualize the written form of this number, i.e. the sequence of its
constituent bytes as they appear in the underlying 10 space:

byte 0 | byte 1
Fmm——— Fmm
[soeeeeeeeeentl |
Fm————— e
| uint<12> |

All right, the first byte is used in its entirely, but only half of the second byte is used to conform
the value of the number. The other half of the second byte has no influence of the value of the
12 bits number.

Now, we talk about the “second half of the byte”, but what do that means exactly? We
know that bytes in memory and files (bytes in IO spaces) are indivisible at the system level:
bytes are read and written one at a time, as little integers in the range 0. .255. However, we can
create the useful fiction that each byte is composed by bits, which are the digits in the binary
representation of the byte value.

So, we can look at a byte as composed of a group of eight bits, like this:

Note how we decided to number the bits in descending order from left to right. This is because
these bits correspond to the base of the polynomial equivalent to the binary value of the byte, i.e.
the value of the byte is b7*2 7+b6%2~6+b5*2"5+b4*2"4+b3*2"3+b2*2"2+b1*2"1+b0*2°0. In
other words: at the bit level poke always uses a big endian interpretation, and the bit that “comes
first” in this imaginary stream of bits is the most significant bit in the binary representation
of the number. Please note that this is just a convention imposed by the poke authors: the
opposite could have been chosen, but it would have been a bit confusing, as we would have to
picture binary numbers in reverse order!

With this new way of looking at bytes, we can now visualize what we mean exactly with the
“first half” and “second half” of the trailing byte, in our 12 bits unsigned number:

byte 0 | byte 1
e o —————— o —————— +
| a7 a6 a5 a4 a3 a2 al a0 b7 b6 b5 b4 : |
e e e +
I uint<12> |

Thus the first half of byte 1 is the sequence of bits b7 b6 b5 b4. The second half, which is not
pictured since it doesn’t contribute to the value of the number, would be b3 b2 b1 bO.

So what would be the value of the 12-bit integer? Exactly like with non-weird numbers, this
depends on the current selected endianness, which determines the ordering of bytes.

If the current endianness is big, then byte 0 provides the most significant bits of the result
number, and the used portion of byte 1 provides the least significant bits of the result number:

Ob a7 a6 a5 a4 a3 a2 al a0 b7 b6 b5 b4
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However, if the current selected endianness is little, then the used portion of byte 1 provides
the most significant bits of the result number, and byte 0 provides the least significant bits of
the result number:

Ob b7 b6 b5 b4 a7 a6 ab a4 a3 a2 al a0
Let’s see this in action. Let’s take a look to the value of the first two bytes in foo.o, in
binary:

(poke) .set obase 2
(poke) byte @ O#B

0b01111111UB
(poke) byte @ 1#B
0b01000101UB
Looking at these bytes as sequences of bits, we have:
byte @ O#B | byte @ 1#B
e mmm e o +
| o1 1 1 1 1 1 1 0O 1 0 0: 0 1 0 1
T Fm Fmm +

I uint<12> |
Let’s map our weird number at offset 0 bytes, using big endian:

(poke) .set endian big
(poke) uint<i2> @ O#B
(uint<12>) 0b011111110100

That matches what we explained before: the most significant bits of the unsigned 12 bits number
come from the byte at offset 0, i.e. 01111111, whereas the least significant bits come from the
byte at offset 1, i.e. 0100.

Now let’s map it using little endian:

(poke) uint<12> @ O#B
(uint<12>) 0b010001111111

This time the most significant bits of the unsigned 12 bits number come from the byte at offset
1, i.e. 0100, whereas the least significant bits come from the byte at offset 0, i.e. 01111111.

An important thing to note is that non-weird numbers, i.e. numbers built with a whole
number of bytes, are basically a particular case of weird numbers where the last byte in the
written form (in the IO space) provides all its bits. The rules are exactly the same in all cases,
which makes it easy to obtain predictable and natural results when building integers using poke.

3.9.2 Quantum Bytenics

The second kind of weird numbers are integers using less than 8 bits. These “sub-byte” numbers
do not use all the bits of their containing byte. Consider for example the written form of an
unsigned integer of size 5 bits:

byte
$o———— fo———t
[c:::0] |
Fm———— Fo———t
uint<5>

Now let’s view the byte as a sequence of bits:
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| uint<5> |

What is the value of this number? Applying the general rules for building integers from bytes,
we can easily see that regardless of the current endianness the value, in binary, is:

Ob b7 b6 b5 b4 b3
Let’s see this in poke:

(poke) .set obase 2
(poke) .set endian big
(poke) byte @ O#B
0b01111111UB

(poke) uint<5> @ O#B
(uint<5>) 0b01111

(poke) .set endian little
(poke) uint<5> @ O#B
(uint<5>) 0b0O1111

3.9.3 Signed Weird Numbers

In the section discussing negative integers, we saw how the difference between a signed number
and an unsigned number is basically a different interpretation of the most significant bit. Exactly
the same applies to weird numbers.

Let’s summon our unsigned 12-bit integer at the beginning of the file foo.o:

(poke) .set endian big
(poke) uint<12> @ O#B
(uint<12>) 0b011111110100

The most significant bit of the resulting value (not of its written form) indicates that this number
would be positive if we were mapping the corresponding signed value. Let’s see:

(poke) int<12> @ O#B
(int<12>) 0b010001111111
(poke) .set obase 10
(poke) int<12> @ O#B
(int<12>) 1151

Let’s make it a bit more interesting, and change the value of the first byte in the file so we
get a negative number:

(poke) .set obase 2

(poke) byte @ O#B = Ob1111_1111
(poke) int<12> @ O#B

(int<12>) 0b111111110100

(poke) .set obase 10

(poke) int<12> @ O#B

(int<12>) -12

Now, let’s switch to little endian:

(poke) .set endian little
(poke) .set obase 2
(poke) int<12> @ O#B
(int<12>) 0b010011111111
(poke) .set obase 10
(poke) int<12> O#B
(int<12>) 1279
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3.10 Unaligned Integers

We have mentioned above that the data stored in computers, that we edit with poke, is arranged
as a sequence of bytes. The entities we edit with poke (that we call IO devices) are presented
to us as 1O spaces. Up to now, we have accessed this 10 space in terms of bytes, in commands
like dump :from 32#B and in expressions like 2UB + byte @ O#B. We said that mapped integers
are built from bytes read from the IO space.

However, the 10 space that poke offers to us is actually a space of bits, not a space of bytes,
and the poke values are mapped on this space of bits. The following figure shows this:

poke values | uint<16> @ 2#b |
——————————— | |
I0 space [bIblblblblblblblblblblblblbIbIbIDIDIDIDIDIDIDIDI
----------- | | | |
I0 device | byte0 | bytel | byte2 I

The main consequence of this, that you can see in the figure above, is that we can use offsets in
mapping operations that are not aligned to bytes. You can specify an offset in bits, instead of
bytes, using the #b suffix instead of #B. Little b means bits, and big B means bytes.

Let’s map an unaligned 16 bit unsigned integer in foo.o:

(poke) dump :from O#B :size 3#B

76543210 0011 2233 4455 6677 8899 aabb ccdd eeff 0123456789ABCDEF
00000000: 7£45 4c .EL
(poke) .set obase 2

(poke) byte @ O#B

0Ob01111111UB

(poke) byte @ 1#B

0b01000101UB

(poke) byte @ 2#B

0b01001100UB

(poke) .set endian big

(poke) uint<16> @ 2#b

0b1111110100010101UH

Graphically:
poke values | uint<16> @ 2#b I
——————————— | |
I0 space [Ol1f1f1f1l1l1l1lol1lolOlOfLIOfL]OfL]OlOILIL]OIO]
----------- | | | |
I0 device | 0x7f | 0x45 | Ox4c |

These three levels of abstractions make it very easy and natural to work with unaligned data.
Imagine for example that you are poking packages in a network protocol that is bit-oriented.
This means that the packages will generally not be aligned to byte boundaries, but still the
payload stored in the packages contains integers of several sizes. Other conventional binary
editors or programming languages, that are almost always byte oriented, would require us to
“unpack” the network data to a different, byte oriented, representation before messing with it.
poke, on the contrary, allows you to directly map these integers as if they were aligned to byte
boundaries, and work with them.

However, when one tries to determine the correspondence between a given poke value and
the underlying bytes in the IO device, things can get complicated. This is particularly true when
we map what we called “weird numbers”, i.e. numbers with partial bytes. As we saw, the rules
to build these numbers were expressed in terms of bytes.
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In order to ease the visualization of the process used to build integer values (especially if
they are weird numbers, i.e. integers with partial bytes) one can imagine an additional layer of
“virtual bytes” above the space of bits provided by the IO space. Graphically:

poke values I uint<16> @ 2#b |
vireoss oyses | vire. byver | wire. byses |
;B_;;;;;m IO|1:1|1I1|1|1I1|OI1:OIO|OI1|0|1|O|1:0|O|1|1IO|0|
0 derice | oxe | ows | ome |

It is very important to understand that the IO space is an abstraction provided by poke. The
underlying file, or memory buffer, or whatever, is actually a sequence of bytes; poke translates
the operations on integers, bits, bytes, etc into the corresponding byte operations, and this
translation is far from trivial. Fortunately, we can let poke do the dirty job for us, and abstract
ourselves from that complexity.

3.11 Integers of Different Sizes

When integer values of different sizes are passed to an arithmetic or relational operator, the
“smaller” operand gets converted into the size of the “bigger” operand. For example:

(poke) 1H + 2

3

The operands are of size 16-bit and 32-bit respectively, and the result is a 32-bit integer. This
is equivalent to:

(poke) 1H as int<32> + 2
3

3.12 Offsets and Sizes

Early in the design of what is becoming GNU poke I was struck by a problem that, to my surprise,
would prove not easy to fix in a satisfactory way: would I make a byte-oriented program, or a
bit-oriented program? Considering that the program in question was nothing less than an editor
for binary data, this was no petty dilemma.

Since the very beginning I had a pretty clear idea of what I wanted to achieve: a binary editor
that would be capable of editing user defined data structures, besides mere bytes and bits. I also
knew I needed some sort of domain specific language to describe these structures and operate
on them. How that language would look like, and what kind of abstractions it would provide,
however, was not clear to me. Not at all.

So once I sketched an initial language design, barely something very similar to C structs, 1
was determined to not continue with the poke implementation until I had described as many
as binary formats in my language as possible. That, I reckoned, was the only way to make
sure the implemented language would be expressive, complete and useful enough to fulfil my
requirements.

The first formats I implemented using my immature little language included ELF, FLV, MP3,
BSON. .. all of them describing structures based on whole bytes. Even when they try to be
compact, it is always by packing bit-fields in elements that are, invariably, sized as a multiple
of bytes. Consequently, the language I was evolving became byte oriented as well. No doubt
also influenced by my C inheritance, I would think of bit-fields either as a sort of second class
citizen, or as mere results of shifting and masking.

This worked well. The language evolved to be able to express many different aspects of these
formats in a very nice way, like variable-length data and holes in structures.
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Consider the following definition, which is not valid in today’s Poke:

type Data =
struct
{
byte magic;
byte count;
byte dstart;

byte[count] data @ dstart;
+;

The data starts with a byte that is a magic number. Then the size of the data stored, in
bytes, and then the data itself. This data, however, doesn’t start right after dstart: it starts at
dstart, which is expressed as an offset, in bytes, since the beginning of the Data. I conceived
struct field labels to be any expression evaluating to an integer, which would be interpreted as
a number of bytes, obviously.

Then, one day, it was the turn for IETF RFC1951, which is the specification of the DEFLATE
algorithm and associated file format. Oh dear. Near the beginning of the spec document it can
be read:

This document does not address the issue of the order in which bits of a byte are
transmitted on a bit-sequential medium, since the final data format described here
is byte- rather than bit-oriented. However, we describe the compressed block format
in below, as a sequence of data elements of various bit lengths, not a sequence of
bytes.

Then it goes on describing rules to pack the DEFLATE elements into bytes. I was appalled,
and certainly sort of deflated as well. The purpose of my program was precisely to edit binary
in terms of the data elements described by a format. And in this case, these data elements came
in all sort of bit lengths and alignments. This can be seen in the following RFC1951 excerpt,
that describes the header of a compressed block:

Each block of compressed data begins with 3 header bits containing the following
data:

first bit BFINAL
next 2 bits BTYPE

Note that the header bits do not necessarily begin on a byte boundary, since a block
does not necessarily occupy an integral number of bytes.

At this point I understood that my little language on the works would never be capable to
describe the DEFLATE structures naturally: C-like bit-fields, masking and shifting, all based
on byte-oriented containers and boundaries, would never provide the slickness I wanted for my
editor. I mean, just use C and get done with it.

This pissed me off. Undoubtedly other formats and protocols would be impacted in a similar
way. Even when most formats are byte oriented, what am I supposed to tell to the people
hacking bit-oriented stuff? “Sorry pal, this is not supported, this program is not for you”? No
way, I thought, not on my watch.

The obvious solution for the problem, is to be general. In this case, to express every offset
and every memory size in bits instead of bytes. While this obviously gives the language max-
imum expressiveness power, and is ideal for expressing the few bit-oriented formats, it has the
disadvantage of being very inconvenient for most situations.

To see how annoying this is, let’s revisit the little BitData structure we saw above. In a
bit-oriented description language, we would need to write something like:

type BitData =
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struct

{
byte magic;
byte count;
byte dstart;

byte[count] data @ dstart * §;
+
Yeah. .. exactly. The * and 8 keys in the keyboards of the poke users would wear out very
fast, not to mention their patience as well. Also, should I provide both sizeof and bitsizeof
operators? Nasty.

I am very fond of the maxim “Never write a program you would never use yourself”®, so I
resigned myself to make GNU poke byte oriented, and to provide as many facilities for operating
on bit-fields as possible.

Fortunately, I have smart friends. . .

During one of the Rabbit Herd’s Hacking Weekends® I shared my frustration and struggle
with the other rabbits, and we came to realize that offsets and data sizes in Poke should not be
pure magnitudes or mere integer values: they should be united. They should have units.

It makes full sense when you come to think about it. For a program like poke, it is only
natural to talk about different memory units, like bits, bytes, kilobytes, megabits, and so on.
Bits and bytes are just two common units.

The syntax that we eventually used to denote united values is to specify the magnitude part,
a hash ('#' character, and then the unit. For example, the size “three bytes” is expressed as
3#B, and “three bits” as 3#b.

Apart from allowing me to express values in different units, this approach also has other
benefits as we will see shortly.

I'm really grateful to Bruno Haible, Luca Saiu and Nacho Gonzalez for putting me on the
right track.

3.13 Buffers as 10 Spaces

We have mentioned already that files are not the only entities that can be edited using poke.
Remember the dot-command .file that opened a file as an 10O space?

(poke) .file foo.o
The current IOS is now ~./foo.o'.
(poke) .info ios
Id Type Mode Bias Size Name
* #0 FILE rw 0x00000000#B 0x000004c8#B ./foo.0

Memory buffers can be created using a similar dot-command, .mem:

(poke) .mem foo
The current IOS is now ~*foo*'.
(poke) .info ios
Id Type Mode Bias Size Name
* #1 MEMORY 0x00000000#B 0x00001000#B *foox
#0 FILE rw 0x00000000#B 0x000004c8#B ./foo.0

Note how the name of the buffer is built by prepending and appending asterisks. Therefore,
the name of the buffer created by the command .mem foo is *foo*. Note also that the new

5 Actually it is Lord Vetinari’s “Never build a dungeon you can’t get out of.” but the point is the same.
6 http://wuw.jemarch.net/rhhw
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buffer is created with a default size of 0x1000 bytes, or 4096 bytes. The contents of the buffer

are zeroed:

(poke) dump

76543210

00000000:
00000010:
00000020:
00000030:
00000040:
00000050:
00000060
00000070:

0011
0000
0000
0000
0000
0000
0000
0000
0000

2233
0000
0000
0000
0000
0000
0000
0000
0000

4455
0000
0000
0000
0000
0000
0000
0000
0000

6677
0000
0000
0000
0000
0000
0000
0000
0000

8899
0000
0000
0000
0000
0000
0000
0000
0000

aabb
0000
0000
0000
0000
0000
0000
0000
0000

ccdd
0000
0000
0000
0000
0000
0000
0000
0000

eeff
0000
0000
0000
0000
0000
0000
0000
0000

0123456789ABCDEF

Memory buffer 10 spaces grow automatically when a value is mapped beyond their current
size. This is very useful when populating newly created buffers. However, for security reasons,
there is a limit: the IO spaces are only allow to grow 4096 bytes at a time.

When it comes to map values, there is absolutely no difference between an 10 space backed
by a file and an IO space backed by a memory buffer. Exactly the same rules apply in both

cases.

3.14 Copying Bytes

Memory buffer IO spaces are cheap, and they are often used as “scratch” areas.

Suppose for example we want to experiment with the ELF header of foo.o. We could open

it in poke:

(poke) .file foo.o
The current I0S is now ~./foo.o'.

The header of an ELF file comprises the first 64 bytes in the file:

(poke) dump :size 64#B
0011 2233 4455 6677 8899 aabb
7£45 4c46 0201 0100 0000 0000
0100 3e00 0100 0000 0000 0000
0000 0000 0000 0000 0802 0000
0000 0000 4000 0000 0000 4000

We know that as soon as we poke something on an IO space, the underlying file is immediately
modified. So if we start playing with foo.o’s header, we may corrupt the file. We could of course
make a copy of foo.o and work on the copy, but it is much better to create a memory 10 space
and copy the ELF header there:

(poke) .mem scratch

76543210

00000000:
00000010:
00000020:
00000030:

The current I0S is now

“xscratchx*'.
:size

(poke) copy :from_ios O :from O#B
(poke) dump :size 64#B
0011 2233 4455 6677 8899
7£45 4c46 0201 0100 0000
0100 3e00 0100 0000 0000
0000 0000 0000 0000 0802
0000 0000 4000 0000 0000

The command copy above copies 64 bytes starting at byte 0 from the IO with id 0 (the file
foo.0) to the current IO space (the buffer *scratchx).

76543210

00000000:
00000010:
00000020:
00000030:

aabb
0000
0000
0000
4000

ccdd
0000
0000
0000
0b00

64#B

ccdd
0000
0000
0000
0b00

eeff
0000
0000
0000
0a00

eeff
0000
0000
0000
0a00

0123456789ABCDEF

0123456789ABCDEF

Once we are done working with the copy of the ELF header, and satisfied, we can copy it

back to the file and close the memory 10 space:
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(poke) copy :from O#B :size 64#B :to_ios 0
(poke) .close
The current IOS is now ~./foo.o'.

Note how the command arguments :from_ios and :to_ios are assumed to be the current 10
space if they are not explicitly specified in the command invocation. For detailed information
on the copy command, see Section 21.2 [copy], page 124.

3.15 Saving Buffers in Files

Another useful command when working with buffer IO spaces (and in general, with any IO
space) is save. Let’s say we want to save a copy of the header of an ELF file in another file. We
could do it the pokeish way:

$ poke foo.o

[...]
(poke) save :from O#B :size 64#B :file "header.dat"

The command above saves the first 64 bytes in the current IO space (which is backed by the file
foo.0) into a new file header.dat in the current working directory.

Let’s now consider again the scenario where we are using a memory 1O space as a scratch
area. It is late in the night and we are tired, so we would like to save the contents of the scratch
buffer to a file, so we can continue our work tomorrow. This is how we would do that:

(poke) .info ios
Id Type Mode Bias Size Name
* #1 MEMORY 0x00000000#B 0x00001000#B *scratch*
#0 FILE rw 0x00000000#B 0x000f4241#B ./foo.0
(poke) save :from O#B :size iosize (1) :file "scratch.dat"

Here we used the built-in function iosize, that given an IO space identifier returns its size.

3.16 Character Sets

Computers understand text as a sequence of codes, which are numbers identifying some partic-
ular character. A character can represent things like letters, digits, ideograms, word separators,
religious symbols, etc. Collections of character codes are called character sets.

Some character sets try to cover one or a few similar written languages. This is the case of
ASCII and ISO Latin-1, for example. These character sets are small, i.e. just a few hundred
codes.

Other character sets are much more ambitious. This is the case of Unicode, that tries to cover
the entire totality of human languages in the globe, including the fictitious ones, like klingon.
Unicode is a really big character set.

In order to store character codes in a computer’s memory, or a file, we need to encode each
character code in one or more bytes. The number of bytes needed to encode a given character
code depends on the range of codes in the containing set.

ASCII, for example, defines 128 character codes: a single byte is enough to encode every
possible ASCII character. It is very easy to encode ASCII.

Unicode, on the contrary, defines many thousand of character codes, and has room for many
more: we would need 31 bits in order to encode any conceivable Unicode character code. How-
ever, it would be wasteful to use that many bits per character: most used character codes tend
to be in lower regions of the code space. For example, the code corresponding to the Latin
letter 'a' is a fairly small number, whereas the codes corresponding to the Klingon alphabet
are really big numbers. Consequently, some systems opt to just encode a subset of Unicode, like
the first 16 bits of the Unicode space, which is called the Basic Multilingual Plane, and contains
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all the characters that most people will ever need. There are also variable-length encodings of
Unicode, that try to use as less bytes 